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This editable RFP (Request for Proposal) template is designed to help organisations evaluate and select the right managed Security Operations Centre (SOC) provider. You can customise each section to reflect your specific cybersecurity, compliance and operational requirements. 
Executive Summary

Sample: [Your Organisation Name] is seeking to procure a Managed Security Operations Centre (SOC) service to enhance our cybersecurity posture, improve threat detection and response capabilities, and ensure ongoing protection of our critical information assets.
As our organisation continues to grow and adapt to evolving digital threats, it is essential to establish a scalable, proactive, and resilient security monitoring and incident response function. We are therefore issuing this Request for Proposal (RFP) to invite qualified and experienced Managed SOC providers to submit proposals outlining their services, capabilities, and approach.
The selected provider will be responsible for delivering 24/7/365 monitoring, detection, triage, and response support across our IT and cloud environments. The service must include capabilities such as security event correlation, advanced threat intelligence integration, threat hunting, vulnerability visibility, and compliance reporting. Preference will be given to providers who demonstrate a strong partnership model, transparent reporting, and the ability to tailor services to our business and risk profile.
Our objective is to establish a long-term relationship with a trusted partner who can deliver not only technical expertise, but also actionable insights, continual improvement, and strategic alignment with our security and business goals.
Through this RFP, we intend to identify a Managed SOC partner that can provide rapid onboarding, high-quality alerting, and a clear roadmap for service maturity. We look forward to reviewing proposals that address our needs, demonstrate innovation and value, and help us move from reactive to proactive security operations.
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[bookmark: _Toc200962862]1.1. Company Overview

Provide a brief introduction to your organisation, including size, industry, locations and cybersecurity objectives.
1.2. Project Scope and Objectives

Outline the scope of the SOC services required, including whether you are looking for a fully outsourced solution, a co-managed model, or an augmentation of internal capabilities.

Clearly state your high-level objectives (e.g. reducing cyber risk, improving incident response capability, meeting regulatory requirements, increasing operational resilience) and describe the core services or capabilities you expect to help achieve them, such as: 
· 24/7 monitoring and alerting 
· Threat detection and intelligence integration 
· Incident triage and response 
· Compliance support (e.g. ISO 27001, NIS2, GDPR) 
· Vulnerability management and reporting

1.2.1. Services Required

Specify the services you believe you need, such as:
· 24/7 monitoring
· Incident detection and response
· Threat intelligence integration
· Vulnerability management
· Compliance support (eg ISO 27001, NIS2)
[bookmark: _Toc200962863]1.3. Current IT Environment

Describe your current infrastructure and security stack. What SIEM, EDR, firewall, or cloud platforms are you using?

[bookmark: _Toc200962864]1.3.1. Logical Architecture

Provide a diagram that details the logical architecture of your environment and network – the more detail provided, the higher the quality of the response and costing from the suppliers.

[bookmark: _Toc200962865]1.3.2. Customer Security Tooling

List out your security tools, hardware (make and model), software versions etc.

	Customer Component
	Supported
	Notes

	Windows 10 / Server 2012 / Server 2019
	Yes / No /Custom
	

	Atlassian Jira
	
	

	VMWare VSphere 7
	
	

	Linux Servers (Ubuntu / Redhat / CentOS)
	
	

	XXX
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Confidential – Outsourced SOC - Request for Proposal 

 This document contains confidential information and must not be reproduced, shared, or transmitted outside of [Your Company Name] without prior written permission.
[Your Company Name] is a limited company registered in England and Wales (Company No. [XXXXXXX]).

[bookmark: _Toc200962866]1.4 Technical and Integration Requirements

[bookmark: _Toc200962867]Required Capabilities

The supplier’s Outsourced SOC solution should be mapped to the NIST Cybersecurity Framework as well as the implemented controls from NIST SP 800-53, Revision 5, for ease of reference. This is the best way to describe the capabilities of the Managed Detection and Response service and allows the customer to easily identify any gaps or dependencies that they may need to fulfil.
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	Risk Assessment
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	ID.RA-1: Asset vulnerabilities are identified and documented
	• Assets must be identified and categorised based on attributes, such as by OS
• Two-way integration with an ITSM, asset inventory must be supported
• Vulnerabilities must be associated with an asset, and tracked through the service
• Vulnerabilities must be able to be marked as false positives or risk accepted without appearing in subsequent reports, aside as being noted as whitelisted
	
	

	ID.RA-2: Cyber threat intelligence is received from information sharing forums and sources
	• Threat Intelligence must be used to inform and contextualise all aspects of the service.
• Threat intelligence must be shared with Customer
	
	

	ID.RA-3: Threats, both internal and external, are identified and documented
	• Threats within the estate should be identified, recorded and communicated to customer.
• External feeds and events identified across Customer’s estate must be used to inform external threat landscape, that should be identified, recorded and communicated to Customer.
• All threats should include impacts.
• Customer must be able to record self-identified threats
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	Information Protection Processes and Procedures
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	PR.IP-9: Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) are in place and managed
	• The respondent must work with Customer to update and develop plans to include the activities, roles and responsibilities provided to Customer
	
	

	PR.IP-12: A vulnerability management plan is developed and implemented
	• The management plan must include the operation of schedule scans, including how failed or incomplete scans are managed.
• The management plan must include how vulnerabilities are identified, alerted, and responded to
• Vulnerabilities should be prioritised on actual risk, not just CVSS score
	
	




	Protective Technology
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed in accordance with policy
	• An audit policy providing minimum audit levels for each of the devices/nodes in use within the estate must be provided
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	Anomalies and Events
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	DE.AE-1: A baseline of network operations and expected data flows for users and systems is established and managed
	• The services must contribute to the discovery and ongoing management of dataflows
	
	

	DE.AE-2: Detected events are analyzed to understand attack targets and methods
	• The solution must ensure that all events recorded are analysed, both individually but also as part of a wider set of events to identify any potential security incident
	
	

	DE.AE-3: Event data are collected and correlated from multiple sources and sensors
	• Event data must be collected from all relevant sources, including endpoints, servers, network devices, storage, perimeter devices, security controls, entry controls etc
	
	

	DE.AE-4: Impact of events is determined
	• Impacts must be contextualised to enable Customer to prioritise efforts.
• Impacts must include technical and non-technical impacts
	
	

	DE.AE-5: Incident alert thresholds are established
	• The respondent will work with Customer to establish appropriate thresholds and alerts based on incident type and impact
	
	




	Security Continuous Monitoring
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	DE.CM-1: The network is monitored to detect potential cybersecurity events
	• Networks and network attached devices will be monitored to identify potential security events.
• Events across platforms will be correlated to identify potential security events
	
	

	DE.CM-4: Malicious code is detected
	• The solution must be able to detect the delivery and execution of malicious code through integration with existing controls
	
	

	DE.CM-5: Unauthorized mobile code is detected
	• The solution must be able to detect the delivery and execution of malicious code through integration with existing controls
	
	

	DE.CM-8: Vulnerability scans are performed
	• Solution should include discovery, vulnerability scanning, web application scanning, and configuration assessment.
• Unsafe/dangerous scans should be configurable per scan, host, time.
• Remote and authenticated scans must be supported.
• Solution must support virtualised environments
	
	




	Detection Processes
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	DE.DP-1: Roles and responsibilities for detection are well defined to ensure accountability
	• The respondent must work with Customer to define roles and responsibilities and to identify accountability.
• Customer will look to the respondent’s expertise to assist in this development
	
	

	DE.DP-2: Detection activities comply with all applicable requirements
	• Detection activities must comply with regulatory requirements.
• Detection activities must comply with control framework requirements (ISO27k, NIST CSF, PCIDSS, etc)
	
	

	DE.DP-3: Detection processes are tested
	• Respondents should describe how their processes and technologies are tested to confirm effectiveness
	
	

	DE.DP-4: Event detection information is communicated
	• Stakeholders must be identified for the receipt of event detection information.
• Information must be made available through secure means
	
	

	DE.DP-5: Detection processes are continuously improved
	• Continuous improvement should extend to how your service integrates and covers the Customer estate and processes
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	Communications
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	RS.CO-1: Personnel know their roles and order of operations when a response is needed
	• The respondent must work with Customer to agree roles and responsibilities.
• The respondent’s services must work with and alongside Customer’s Network Operations Centre and incumbent security team.
	
	

	RS.CO-2: Incidents are reported consistent with established criteria
	• The respondent must work with Customer to agree incident reporting.
• Reporting should include appropriate reports for various stakeholders across the business and management/executive teams
	
	

	RS.CO-3: Information is shared consistent with response plans
	• The respondent must work with Customer to agree information sharing
	
	

	RS.CO-4: Coordination with stakeholders occurs consistent with response plans
	• The respondent must work with Customer to agree stakeholder engagement
	
	

	RS.CO-5: Voluntary information sharing occurs with external stakeholders to achieve broader cybersecurity situational awareness 
	• The respondent must work with Customer in sharing threat information and other useful and relevant information, in a form that does not compromise Customer’s security, but provides value to the wider community
	
	




	Analysis
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	RS.AN-1: Notifications from detection systems are investigated 
	• Potential security events must be analysed and investigated
	
	

	RS.AN-2: The impact of the incident is understood
	• The impact to Customer’s operations must be qualified and quantified, considering all potential impacts
	
	

	RS.AN-3: Forensics are performed
	• Where required, forensic capabilities should be available to investigate incidents further
• Forensic evidence must be maintained to preserve integrity and be suitable as evidence for any potential legal action
	
	

	RS.AN-4: Incidents are categorized consistent with response plans
	• The respondent must work with Customer to agree incident categorisation
	
	

	RS.AN-5: Processes are established to receive, analyze and respond to vulnerabilities disclosed to the organization from internal and external sources (e.g. internal testing, security bulletins, or security researchers)
	• The respondent must work with Customer to agree and share such information.
• This should include any bug bounty notifications
	
	




	Mitigation
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	RS.MI-1: Incidents are contained
	• The respondent must work with Customer to ensure identified security incidents are contained.
• This may include recommendations, actions and ownership of security controls and configurations
	
	

	RS.MI-2: Incidents are mitigated
	• The respondent must work with Customer to remediate identified security incidents.
• This may include recommendations, actions and ownership of security controls and configurations
	
	

	RS.MI-3: Newly identified vulnerabilities are mitigated or documented as accepted risks
	• The respondent must work with Customer to remediate identified vulnerabilities.
• This may include recommendations, actions and ownership of security controls and configurations
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	Response Planning
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	RC.RP-1: Response plan is executed during or after an incident
	• Incident plans are used and followed – supported by evidence
	
	



[bookmark: _Toc200962873]Optional Capabilities

	
	Customer Requirements
	Supplier Response
	Specific NIST SP 800-53, REV. 5 Controls Implemented

	ID.AM-4: External information systems are catalogued
	• Customer would be interested in any TPRM services as a bolt-on
	
	

	ID.RM-1: Risk management processes are established, managed, and agreed to by organizational stakeholders
	• Supporting Customer’ internal risk management capabilities outside of the services above
	
	

	PR.AC-1: Identities and credentials are issued, managed, verified, revoked, and audited for authorized devices, users and processes
	• The respondent should describe any services that may provide and integrate with the core offering in relation to managing user identities, including generic, guest and service accounts, as well as any other form of interactive or non-interactive account within the Customer estate
	
	

	PR.DS-5: Protections against data leaks are implemented
	• The respondent should describe any services that may provide protection against data loss across
the Customer estate. Including perimeter, endpoint, email, file transfer or other means of data transport that can be inspected.
• The respondent should also describe any services that may enable Customer to label their information assets appropriately to support such controls
	
	

	DE.CM-2: The physical environment is monitored to detect potential security events
	• The respondent should describe any services that may enable Customer to integrate Building Management Systems and physical access control systems into the core offering that would enable them to monitor physical activities and correlate them with system access and activities
	
	

	DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events
	• The respondent should describe any services that may enable Customer to monitor user behaviour, identifying anomalies and integrating this with the core offering
	
	

	DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed
	• The respondent should describe any services that may enable Customer to monitor for rogue personnel, users, connections, devices and software, integrating this with the core offering
	
	

	RS.CO-5: Voluntary information sharing occurs with external stakeholders to achieve broader cybersecurity situational awareness
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Suppliers will be assessed based on a combination of commercial, technical, and operational factors. Evaluation will be based on: 

· Proven relevant experience delivering outsourced SOC services to organisations of comparable scale and complexity
· Security certifications and credentials (e.g. ISO 27001, CREST, Cyber Essentials Plus)
· Response times and SLAs, particularly for high-severity incidents
· Ability to ensure UK data residency and demonstrate GDPR compliance
· Track record of compliance with industry frameworks (e.g. ISO, NIST, PCI DSS, NIS2)
· Transparent and scalable pricing model, with clear value for money
· Technical fit with the existing IT estate and ease of integration
· Quality of onboarding, support, training and ongoing service management
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[bookmark: _Toc144417366][bookmark: _Toc164367316][bookmark: _Toc200962876]Assumptions

The following assumptions apply and should be addressed in proposals:

· UK Data Residency: All log and monitoring data must remain within UK data centres
· GDPR Compliance: Services must comply with the UK GDPR and Data Protection Act 2018
· Right to Audit: The client reserves the right to audit the service, including any subcontractors, platforms and tools
· Contractual Readiness: Suppliers must confirm their ability to enter into a Master Services Agreement (MSA) and provide draft terms upon request
· Response Times: Suppliers must state maximum response and resolution times across all incident severity levels
· Security Certifications: Suppliers must provide evidence of current, valid certifications and accreditations relevant to SOC services

Commercial Terms and Pricing

Please provide a clear and itemised overview of your pricing structure, including:

· Monthly or annual costs, broken down by service component (e.g. monitoring, response, reporting)
· Onboarding/setup fees, if applicable
· Any volume-based pricing (e.g. by data used, number of devices/users)
· Optional services or bolt-ons, clearly itemised
· Minimum contract duration and renewal terms
· Payment terms and any available discounts for multi-year agreements
Additional commercial assumptions

· Subcontractors (if used) must be disclosed in advance and approved by the client
· Suppliers must carry appropriate professional indemnity and cyber liability insurance
· Services must be delivered in line with applicable industry best practices and regulatory requirements (e.g. NIS2, DORA if relevant)
· Commercial terms and pricing should remain valid for a minimum of 90 days from submission

[bookmark: _Toc200962877]2.2. Support

[bookmark: _Toc200962878]Service Onboarding and Transition 

Please outline your approach to onboarding and transition, including:

· Estimated timeline and key phases of onboarding and major project phases
· Support provided during transition from an incumbent provider (if applicable)
· Allocation of dedicated onboarding resources and named points of contact
· Technical documentation and knowledge transfer activities
Training

Suppliers should demonstrate the ability to provide responsive, high-quality support and training throughout the contract term.

Include:
· A knowledge transfer plan with documentation and escalation processes
· Onboarding sessions for key staff, covering incident handling and reporting
· Training on any client-facing tools, dashboards or platforms
· Access to user guides, training materials, and ongoing support documentation
· Details of any ongoing or refresher training offered
· Format of training (e.g. on-demand, live, in person)
· Client responsibilities for enabling successful training 
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Outline your SLA framework

· State expectations for reporting frequency, KPI tracking (e.g. regular dashboards, service reviews)
· SLA performance during normal and disrupted service
· Client communication protocols during incidents
· Alternative monitoring and response provisions in the event of primary system failure
· Disaster recovery testing frequency and evidence of test outcomes
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Describe how you will manage and track performance during the contract.

Include:

· KPI tracking and dashboard reporting frequency
· Disaster recovery testing schedules and outcomes
· Documentation of service continuity plans
Provide details in the following areas:

· Operational resilience: Geographic distribution of SOC facilities and staff; backup power and connectivity; contingency measures for critical monitoring systems; procedures for maintaining 24/7 operations during emergencies
· Data protection & recovery: Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs); backup frequency and storage for logs, incident data and client configurations; restoration procedures and testing schedules; encryption and security of backup data
· Service level continuity: How contractual SLAs are maintained during disruptions; client communication protocols; alternative monitoring and response procedures; disaster recovery testing frequency and evidence of outcomes
· Third-party dependencies: Risk mitigation for critical vendor and technology dependencies; fallback options if key tools or threat intelligence sources become unavailable

[bookmark: _Toc200962881]Service Credits

Please outline the structure of any service credit arrangements offered in the event of SLAs not being met.
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[bookmark: _Toc200962883]Implementation

The successful supplier will be expected to implement and support a Security Operations Centre (SOC) solution that includes the following core services as standard:

· 24/7 monitoring of security events across on-premise and cloud infrastructure
· Incident detection, analysis, containment, and response
· Threat intelligence integration and contextual alerting
· Vulnerability management and reporting
· Support for compliance requirements (e.g. ISO 27001, NIS2, GDPR)


Please confirm the delivery model proposed (e.g. fully outsourced, co-managed/hybrid, or other) and outline:

· Estimated implementation timescales (e.g. 6–10 weeks)
· Key onboarding phases and milestones (e.g. discovery, design, deployment, validation, go-live)
· Transition planning where handover from an incumbent supplier may be required
· Dedicated resources and contact points allocated to the onboarding process
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Specify:

· Integration requirements and supported tools/technologies
· Required access levels, roles, or permissions
· Whether agent-based methods are used for data collection

The supplier must adhere to agreed data handling protocols, including:

· Data minimisation and access control principles
· Secure storage and transmission of personal or sensitive data
· Staff vetting, confidentiality measures, and any use of subcontractors or third-party platforms
· Full compliance with UK GDPR, ISO 27001, and other relevant security standards
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Please specify which documents will be shared during onboarding and which are updated regularly during the life of the contract. Suppliers must provide clear and comprehensive documentation to support both the implementation phase and the ongoing operation of the SOC service.

Project Documentation

The following documentation must be provided to support onboarding and implementation:

· End-to-end onboarding plan and project timeline
· Integration guides for all required tools, platforms, and environments
· Solution architecture diagrams and deployment models
· Roles and responsibilities matrix (e.g. RACI)
· Knowledge transfer plans and training outlines
· Handover documentation for transition from any incumbent supplier

Suppliers should clearly indicate:

· Which project documents will be delivered pre-contract and during onboarding
· Which are subject to approval by the client prior to go-live


Operational Documentation

The following must be maintained and kept up to date throughout the life of the contract:

· Runbooks for monitoring, triage, escalation, and incident response
· Escalation procedures and 24/7 contact protocols
· SLAs and KPI definitions
· Data flow diagrams and data retention policies
· Access control policies and permission models
· Disaster recovery and service continuity plans
· Subcontractor disclosures and DPIA templates (where applicable)
Suppliers must confirm the frequency of updates and the mechanism for sharing revisions with the client (e.g. via secure portal, service review meetings).
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